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Considering the main findings arising - 

• Vulnerability Management Typology 

 

• Vulnerability Management Framework 

 

• Key themes arising – inform ‘response’ strategies 
 

 



Vulnerability - conditions 

 Arises due to weakness/gaps that are identified and exploited – attention 

 on conditions that lead to vulnerability (e.g. SSAFE/PwC approach base 

 on van Ruth et al, 2017) 
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By perpetrators 



Vulnerability - conditions 

• Arises due to weakness/gaps that are identified and exploited – attention 

on conditions that lead to vulnerability (e.g. SSAFE/PwC approach base 

on van Ruth et al, 2017) 
 

 

 

 

 

 

 

 

• Response to fraud/threat focusses on weakness or gaps within the 

system, with an emphasis on prevention, rather than mitigation 
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Changing mind-set  

– to combat intentional wrong-doing 



Mind-set – to combat intentional wrong-doing 

Informs strategies 

 Focus on conditions 

Spink et al, 2016 

Van Ruth et al, 2017 

 



Key characteristics/underlying themes identified  

Table 5.1 Key Themes Underpinning VMI Countermeasures 

Detect 
 

Vulnerability 
Assessment  

& 
 Mapping  

 
identifies  

fraud/threat 
opportunities  

&  
Motivations 

And 
evaluates 
Control 

Measures 

 

Deter Protect 

Price hikes; Price 
differentials; Business strains  

Ease of adulteration 
Availability of 

technology/knowledge 



Key characteristics/underlying themes identified  

Table 5.1 Key Themes Underpinning VMI Countermeasures 

Detect 
 

Vulnerability 
Assessment  

& 
 Mapping  

 
identifies  

fraud/threat 
opportunities  

&  
Motivations 

And 
evaluates 
Control 

Measures 

 

Deter Protect 

Visibility of  

Vulnerability Assessment  
& 

 Mapping  
 

Countermeasures 

 

Addressing 

conditions 

(opportunities and 

control measures) 

for specific 

products/sources 

(based on 

prioritization) – i.e. 

shifts and disrupts 





Vulnerability Management Typology 

Public-Private 

  Policy/Regulatory bodies and 

Supply Chain actors (e.g. 

Dutch Food Confidence 

Taskforce). 

Public 

Agency Centric – e.g. food 

crime unit (incl. 

“interdisciplinary teams) 

Multi-agency (e.g. Food Fraud 

Task Force coordinated by 

FSAI) 

Private 

Firm Centric approach Supply Chain (e.g. Food 

Fortress) 

  One Stakeholder Multiple Stakeholders 



Some of the themes/issues arising 

• Prioritization – based on risk assessment 

 

• Reputation - perpetrators’ perspective 

- targeted firms’ perspective 

 

• Collaboration – within and between stakeholder groups 

 

• Data analytics – including databases 

 

• Expertise 



• Firm level to system-wide 
initiatives 

 

• How to protect anonymity? – Role 
of networks, 3rd Party Providers, 
Protocols (sharing with regulators). 

 

• How can networking within industry 
and across the wider food system 
be supported/further developed? 

• How to facilitate information 

sharing? 

– esp. among industry 

– role of agency and inter-agency 

activity 

Collaboration – within and between stakeholder groups 



 

• Role of public-private 

partnerships in leveraging 

expertise and experience, e.g.  

– public actor horizon-scanning  

– industry sharing experiences, 

including incident data 

 

• Examples of partnerships 

elsewhere 

– e.g.  Dutch Food Confidence 

Task Force 

 

• Public-Private Partnerships 
seems to have potential but is 
a a type of initiative that we 
see less of – why, how to 
address it, what may it 
deliver?  

• Findings from the study 
highlight the role/value if an 
inter-disciplinary approach 
– e.g. in crime units 

Expertise (incl. partnerships) 



• Horizon-scanning coupled with Machine 
Learning (ML) (or other quantitative 
techniques) is in a relatively early stage 
of development. 

– pre-emptive measures based on targeting 
products/sources identified as susceptible.  

 

• A range of databases that in turn draw 
on open source data (from regulatory 
authorities, commodity price data, etc.) 
as well as services that provide specific 
lists of susceptible products/sources. 

 

• A variety of databases 

are available – is there 

experience of these and 

what they offer? 

• What is the capacity of 

firms to use databases 

and select services. 

Databases and Data Analytics 



 

• Moving from VA to plan & 

operationalisation 

 

• Where does this sit within Enterprise 

Risk Management? 

• Who should be involved in VA, 

mapping and risk assessment? 

• What is the role of initial/quick scan in 

the earlier VA (two-stage VA) 

• Role of rapid tests? 

• What is your experience of 

Vulnerability Assessments and 

follow-up? 

– Challenges 

– Supports 

 

Vulnerability Assessment and follow-up 

- Prioritization based on risk assessment 



• What about penalties?  

What have we learned from 

other jurisdictions and what 

are views here? 

• Deterrence level may vary by 

type of penalty 

– For some firms naming 

offenders publically is a detterent 

– Fines impose may not deter, 

however fines based on value of 

ill-gotten gains may have a 

greater impact. 

Penalties 



• How should we address 

‘food threat’, what is 

different from ‘food fraud’? 

• Food threats range from disgruntled 

employees to attacked that aim to 

sabotage at sector/national level or 

terrorise.  

Food Threat 
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Theme Detect Deter Prevent 

Mind-set - conditions 

that give rise to fraud. 

Vulnerability assessment and mapping 

identifies fraud opportunities and 

motivations 

Visibility of vulnerability assessment and mapping 

dissuades perpetrators 

Addressing conditions (opportunities and 

control measures) for specific 

products/sources (based on prioritization) – 

i.e. shifts and disrupts 

Prioritization – based on 

risk assessment 

Target products/ ingredients identified 

for testing 

Increased likelihood of detection is a deterrent. 

Visibility of testing dissuades perpetrators 

Informs selection/ design of additional 

countermeasures (i.e. may shift/disrupt) 

Reputation – from 

perpetrators’ perspective  
  Financial penalties have limited impact.  Recovery 

of illegal gains has greater impact. Publication of 

illegal practice is a stronger deterrent for 

fraudsters. 

  

Collaboration – within 

and between stakeholder 

groups. 

Measures to ensure anonymity and 

protocols that promote sharing negative 

test results and experiences. 

    

Data analytics - Use of databases to detect likely targets 

based on attractiveness (motivation) to 

Perpetrators.  

  Pre-emptive measures that avoid specific 

products/sources (in addition to targeted 

surveillance and testing). 

Expertise Interdisciplinary teams required to 

support intelligence gathering, 

investigation and enforcement 

Training of company and 

agency/auditing personnel 

  Increased probability of detection and 

professional collection of evidence to 

facilitate prosecutions acts as a deterrent 


